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ISCOVERFIKEVASIEPRS

e Planning

e Collection

Data Preparation
Review
Production




PIZRRING

e Choose your partners

e Preservation

e Understand the Data Universe
e Document Retention Paolicy and Practice
e Documents Management System Structure
e Readinessito)ProducerDeeuments
e Interyateres andfDepEsItions
e Riske@fySpoliaton




Rliinlinle) (Conit)

e Anticipate Scope ofi Discoveny
e Determine the criteria for Privilege and Relevancy

e Determine the potential quantity of electronic
data involved

e |dentify potential time and!/or custoedian slices
e Review and negociate;the scope of discovery.
requests
e Researchi@ppositionrand Pevelop Offensive
Strategy




CaseNnbeuictien

Montreal-based Moneywell International is the target of a class-
action lawsuit relating to its‘allegedly defective thermostats.
The "exploding™ thermostats in question are the following

models:

Model 101, 102; 109, 111, 141 (designed and sold 1998-2000)
Model GY77-09a' (designed and sold 1999-2001)

Iceberg 103 (designed and/sold 2002-2004)

Iceberg 104 (designed and/sold 2003-2004)

Tempest 360, 381, 412 (designed and/seld 2004-current)
Tempéte 360, 382, 4120 (designediand seld 2004-current)




RCASENRUGEUICHERNECORE)

The thermostats were designed/and tested by teams of 8
engineers, most of which operated out of Denver Colorado, but
some of whom worked In Mancouver and Montreal. Testing IS
done in a special controlled envireanment using custom software
that tracks minute temperature changes. All test data 1s
recorded Inithis proprietary system.

In 1999, to prepare for Y2K, Moneywell completely upgraded its
network and.desktop operating systems and backup hardware
and software. Inf20083; the cempany switched from Lotus Notes
to Microsoft Exchiangeifor; enterprisere-mail. Moneywell's IT
Infrastructure, Mciudingreackup and usiness continuity, Is
outsourced teyDGEI; allarge Il SErVIGES company.

Your client has forwardediyeuarNetice 61 class action. How do
you respoend?




Rleininlirie) roeetisic

e |s there an DRPandr/a DMS In place?
e Yes there is a DRP,and we are using DMS5.

e How does It affect the \location of the-data

e User can't save.outside/ofi the DMS and the server
IS located in Montreal.

e |t Is true for e-mail as well?

e Yes. User are keepingjpthe e-mail either on the
exchangerseiver o intther V5

e They camnoetcreatera BSipfileTon their Computer

e \What abpUl Backups?

e All' servers are legated inthVoentreal and the backup
schedule is 2 moentaly fullfeackip and 30 days
neremental




N3@-uestions S ARSWErS iiomrtne
& Blinrine) rreetine) (conit,)

e \What Is your archiving policy?
e 6 month policy
e \What about your e-mails outside of

your DMS still residing on your
exchange:sernvers?

e Each userfhas ad gigiefispace which they.
manage; themselves:;

ETC...




 UResuUlts gfifg gl meete

e List of 12 custodians (2 has left)

e All data resides in Montreal
e 2 exchanges servers (12 gig of data)

e 3 files servers (1DMS and 2 for the Testing
application)

e Date range;isfi996 ey clrrent

e 108 hacklp tapes; (@llfimrgood conditions)

e File types are moestiy . .doege; XIS, .pdf, .pst




COlIECHON

e Develop a collection/plan
e ldentify key contacts at your client sites

e List all custodians and'the location of thelr
data

e |dentify sources of data (paper, active,
archival; forensic)

e Decide whoerexecutesitiiescollection
e Can you collectrtiierdata yoeurself?
e Risk ofidata collection by employees

e [he Importance e Cham off Custedy.
e Common Data Collechien @Uestions

e Understand whatyeu liave — Early on




Dlzitel Prglozireiijon

e Data Culling
e Operation and Program File Culling
e Data Range Culling
e File Type Culling
e Duplicates
e Boolean Keyword Search
e Concepl SearchrEltenng

e NMetadata
e E-Malls




REVIEW eIt DeCHIMERLS

e Safeguard of Data

e \Ways to Reduce!Search and Review
Time

e Combine Electronic and Hard Copy

e E-Malil Chains

e Concept Seanching

e Efficiency ol tiie: oo

e Privilege and REIEVaney

e \What te avoid:..




Drojelljeile)n

e Producing the Right Decuments
e Producing Electronically




